ACHIEVING BEST PRACTICE
IN YOUR BUSINESS




The DTI drives our ambition of
‘prosperity for all’ by working to
create the best environment for
business success in the UK.
We help people and companies
become more productive by
promoting enterprise, innovation
and creativity.

We champion UK business at home
and abroad. We invest heavily in
world-class science and technology.
We protect the rights of working
people and consumers. And we
stand up for fair and open markets
in the UK, Europe and the world.




The aim of wireless technology is simple: to remove the
restrictions of being attached to expensive and messy
wires and cables, both inside the office and out. Wireless
technology carries the capability of wired networks to
spaces that cables cannot.

This brochure is for: Any business that wants to increase
the efficiency and flexibility of its computer network.

It covers: Best practice guidance on various wireless
technologies and their implementation.

Contents

02 \What are wireless communications? 10 Considerations

03 The benefits — Security

04 The options — Future developments
— Local wireless 14 Implementation checklist
— Wireless network 16 Further help and advice

— Mobile phone network



VWhat are wireless
mmunications?

There are several kinds of wireless technologies; the main
difference being their range. Some offer connectivity over
an area as large as your desktop whilst others can cover a
medium-sized office space. Our most familiar wireless
network, the mobile phone, covers whole continents.
Wireless technology can offer businesses more flexible
and inexpensive ways to send and receive data.




The four key benefits of wireless

technology are:

¢ |ncreased efficiency — improved
communications leads to faster transfer of
information within businesses and
between partners/customers.

® You are rarely out of touch — you don't
need to carry cables or adaptors in order
to access office networks.

e Greater flexibility and mobility for users —
office-based wireless workers can be
networked without sitting at dedicated
computers.

e Reduced costs — relative to ‘wired’,
wireless networks are, in most cases,
cheaper to install and maintain.

You can find out more about the specific
benefits that different wireless solutions
offer you by looking at the different wireless
options covered over the next few pages.

The benefits

voudon't need to carry
cableseadaptors
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Options

Different types of wireless
technologies offer different
benefits, so work out what
your business needs for
wireless are.

LOCAL WIRELESS

Local wireless (or PAN — Personal Area
Network) solutions may suffice if you want
to free-up space, get rid of cables and allow
non-office based workers to drop in to the
office, use the printers and download data
from laptops or PDAs to the office computers.

WIRELESS NETWORK

Wireless network (WLAN) solutions can help
if you need a network providing shared
internet, extranet or intranet access, or wish
to connect several non-cabled office spaces.
They are also a good option if you want to
offer convenient network access to visiting
employees.

MOBILE PHONE NETWORK

Mobile phone network (or WAN - Wide Area
Network) technologies can help businesses
with mobile sales staff.
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LOCAL WIRELESS (OR PAN)

WHAT IS IT?

Cordless products, such as mice and
keyboards that use radio or infrared
technologies. These are inexpensive to buy
and easy to install and use. As a minimum
they allow you connectivity within the
range of the desktop, and for certain
products, such as the familiar cordless
desk phone, a considerably wider range.

Bluetooth, a relatively new and versatile
short range radio technology, allows
enabled devices such as phones, mobiles,
mice, headsets, PCs, printers and
keyboards to connect wirelessly when in
range of each other, within a distance of
10m. Bluetooth technology is increasingly
built into contemporary mobile phones,
PDAs, PCs and PC-related products, while
other models can be easily upgraded with
a Bluetooth card. For more information
on Bluetooth, see our separate factsheet
available from our website at
www.dti.gov.uk/bestpractice.

New Bluetooth hardware, for example
Bluetooth-enabled in-store labelling
handsets, barcode scanners and vending
machines, means that several devices are
suitable for the smaller business.

In industry, Bluetooth can be used to
wirelessly control equipment and
machinery — perfect for servicing
inaccessible devices.

COSTS

Individual devices vary in price but most
products are cost-effective and within the
£50-£400 range. For example, a mouse
typically costs between £30-£50, whereas
PDAs can range from £300-£400.
Bluetooth adaptors for PCs cost from

£30 while a Bluetooth card for a PDA
costs up to £150.

WHAT CAN IT DO?

Wire-free connectivity between mobiles,
PDAs, keyboards, laptops and printers
increases convenience and flexibility,
eliminating the need for cable. Being wire-
free makes mobile workers’ work kit much
lighter and portable.

Connected Bluetooth devices can
synchronise data downloads and uploads
and exchange information.

WHO IS IT DESIGNED FOR?

Because they are cable-free, wireless
connections between PCs and peripherals
free up floor space and liberate floor
plans; ideal for businesses which are
space sensitive.

Bluetooth-enabled products are useful for
mobile employees needing to update and
synchronise information across office
systems. Remote workers visiting the
office periodically can bring in a
Bluetooth-equipped mobile phone, PDA or
laptop and access enabled office-based
peripherals such as printers.

PROS AND CONS

Cordless technology and Bluetooth are
efficient, cost-effective and convenient,
with products designed for maximum

compatibility across agreed standards.

It is unlikely that different wireless
systems will interfere with each other,
although with new technologies and
products entering the market, exhaustive
tests have yet to be carried out.

Bluetooth networks are relatively secure,
but can be slow in transferring large files
in an office network.

Bluetooth networks within a room or
a building provide secure, wireless
communication with the flexibility
of working anywhere within the
network range.

Bluetooth is a short-range solution and
may not be suitable if your business
needs wireless connection over larger
distances.
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WIRELESS NETWORK (WLAN)

WHAT IS IT?

A WLAN is a network without cables.
Wireless networks can offer all the
benefits of traditional cabled networking
but without the constraints of miles of
unruly cable and without confining users
to working at a desk next to an Ethernet
connection point.

WLAN-enabled laptops and handheld
devices are connected anytime they are in
a wireless network’s range. All you need
to set up a WLAN is an access point,
antennas and adapters for each PC, laptop
and handheld device — though most
laptops are wirelessly enabled without an
external adapter.

You may have heard the term WiFi in
connection with WLANs - often the two
are assumed to be the same and you will
probably read more in the press about
WiFi than WLAN. In fact, WiFi is short for
Wireless Fidelity and refers to a set of
industry standards (IEEE 802.11) that most
WLANSs are built to.

WHAT CAN IT DO?

WLAN enables workers to easily share a
single business broadband connection
across the office, and to remain online if
they move their laptop/PDA around the
wireless-enabled space.

WLANSs can be used to easily extend
network accessibility to areas where
cabling might not be cost-effective or
practical, for example from an office to its
adjacent warehouse or storeroom, across
retail outlets and hotels, or across public
spaces such as health centres and job
centres. Mechanics in a warehouse can
access parts information via a handheld
wirelessly-enabled PDA rather than
continually crossing the floor to check a PC.

Wireless connectivity allows users to
make more flexible and efficient use of
space and to provide non-networked
users with access to hardware, such as
WLAN-enabled printers and peripherals.

WLAN ‘hotspots’ are wireless-enabled
areas offering customers access to a
broadband internet connection, usually
for a usage fee.

WHO IS IT DESIGNED FOR?
e The size of your business and premises

will dictate your wireless needs. A WLAN
access point or gateway serves as the
central base station for your network.

A typical WLAN access point can support
some 15 to 20 users, so most small offices
need only a single access point. A WLAN
can cover up to 100m indoors and 300m
outdoors. The range may vary based on
the building or environment you're

using it in.

WLAN technology suits relatively
stationary or slow-moving, but not desk-
bound, users in a defined area, and opens
up non-cabled areas of space away from
the desk for working, for example ‘quiet
rooms’ or extra meeting rooms. The
application of WLAN technology in
warehouses, for example barcode
scanners, can be useful for many
businesses.

With additional hardware (networking
bridge) or linked hotspots, businesses that
have separate locations up to a few miles
apart can use a WLAN to network offices.

WLAN provides a good networking basis
for users wanting to move to VolP-type
systems (Voice over Internet Protocol) -
see the VolIP area of our website for more
information. Using VoWLAN (Voice over
WLAN) technology, along with special
handsets that look like phones, wireless
networks can carry voice data in the same
way that VoIP does, allowing a complete
‘hot desking’ scenario in the office.




COSTS

Setting up a WLAN requires an access point
(or ‘base station’), antennas and an adapter
for each PC, laptop or handheld that is to
access the network. Many of the latter now
come with WLAN adapters or cards built in,
and adapters/cards are widely available for
those that don’t. WLAN is easily and quickly
installed and relatively cost-effective —
around £315 for a small office network.

If you have more space to cover, you may
need more than one base station.

Costs for access to WLAN hotspots are
currently from £5 to £15 per 24 hours, or
from £20-£40 per month. Many WLAN
hotspots are provided free for customers’
use, for example in cafés.

PROS AND CONS

Using WLAN-enabled devices in
commercially developed ‘hotspots’ is
more cost-effective, especially when
compared to the cost of using mobile
phone services to access the internet or
to send and receive files. Devices include
notebooks, PDAs and smartphones
(mobile phones with PDA functionality).

Metal and other dense materials can
affect the transmission of radio waves,
and stone, brick, heavy woods and even
water can also affect range. Test a system
or get an expert opinion before choosing
a WLAN if you want to link businesses in
separate locations.

You can improve the network’s range and
performance by experimenting with the
placement of the base station, antennas
and receiving hardware such as laptop
computers and PDAs. Setting up an
‘unidirectional’ antenna can narrow the
overall beam width of your base station,
providing much improved range.

WLANSs need to be used in conjunction
with robust security practices. Security is
now built in to many of the best products.

WLAN, like wired networks, is a shared
medium. Depending on conditions, a
typical WLAN can provide up to 11Mbps
of bandwidth shared between users.

If ten users are simultaneously using the
network, each may get only 1Mbps.
Simply sending and receiving e-mail
barely taxes the network, whilst a roomful
of WLAN users accessing high-resolution
files over a single access point may well
result in a slowdown. To solve this
problem, you could add in additional
access points or upgrade to higher
bandwidth WLAN.

Easy to install, no cables to lay.
Adding new users to a wireless network
or moving desk locations within the

network range does not require costly
changes to the network infrastructure.
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MOBILE PHONE NETWORK

WHAT IS IT?

These networks are increasingly used for
much more than voice calls. The
improved capability of handsets and the
networks’ increased data transfer speeds
mean increasingly sophisticated mobile
phones and handheld PCs.

The following is a list of the most
common abbreviations connected with
mobile phone services.

WHAT CAN THEY DO?

Mobile handsets can offer access to
e-mail, SMS, GPS, IM, MMS and Wap.

Increasingly, smart handsets can offer
remote workers access to mobile
business applications and wireless
internet services, for example combining
MMS with internet technology enables
staff to take, record and show images and
pictures in real time.

Using web services technology,
businesses can create new applications
for mobile phone business use, for
example enabling customers using
mobiles or PDAs to access wireless
ordering, billing and online buying.

3G networks will lead to faster data
transfer and the development of more
handset-based real-time business
applications.

WHO ARE THEY DESIGNED FOR?

GSM/GPRS networks offer national and
international coverage and connectivity
for out of office workers using a mobile
phone, a proprietary handset, a PDA or
a laptop.

Developing services include mobile
phone-attached barcode scanners for
delivery workers, allowing them to scan
parcel data.

COSTS

Costs for both handsets and network
operators’ packages vary enormously so
be sure to research the options carefully.
Business packages tend to offer more
advanced features and tariffs than
personal ones, such as unlimited data
usage for a fixed monthly sum.

PROS AND CONS

Mobile networks offer tried and tested
technology, proven national and global
connectivity and billing systems - rival
WLAN hotspots cannot match this yet.

Data services may initially be expensive
to use.

Mobile network speeds are not increasing
as quickly as predicted and, although
many new handsets are available, their
real effectiveness depends on the
networks delivering the promised faster
network speeds.
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SECURITY
Networks

e Wireless networks can be more vulnerable
than traditional wired networks, although

security is improving and is, to a large
extent, dependent upon the user making
the most of the options available. Make
sure that you build in security to your
WLAN.

e Make sure that access to a WLAN is

password-protected; most products allow

this facility but, in tests, few users had
enabled it.

e Security standards are constantly evolving

and you may be able to upgrade your
network, so research the market
thoroughly and choose upgradable kit.

Always activate the Wired Equivalent
Privacy (WEP) encryption standards that
come with most WLAN networks, using the
128-bit key if possible, and remember to
reset the default passwords. Some WLANs
are upgrading to the tighter WiFi Protected
Access (WPA) standard, so check what is on
offer before you buy the hardware.

Devices

Protect data: if a PDA or laptop should be
lost or stolen, how quickly and efficiently
can you shut down its access to the
network?

Many handheld devices now feature in-
built security and encryption options, and
off-the-shelf software can also bolster
device security.

Considerations

Once you have considered
the pros and cons of the
various systems, there are
several other issues you
will need to consider.




WIRELESS: FUTURE DEVELOPMENTS
Wireless services are quickly gaining
popularity across the world and, as they do,
products and services are being upgraded.
e WLAN hotspots, also known as WiFi
hotspots, (subscription only, pay-per-use
and free for customers) are being rolled
out globally. BT has plans to offer a
GPRS/WLAN access package that would
enable nationwide wireless connectivity
using a combination of GPRS mobile
phone and BT WLAN hotspot access.

e One current issue is that different service
and equipment providers may not be
using agreed standards, so you’ll need
to check that any products you buy will
be compatible with the services you plan
to use.

Increasingly, products and standards are
being agreed and, as more WLAN
hotspots appear in airports, hotels, cafés,
pubs and motorway service stations,
operators are beginning to get together
and offer mobile phone style ‘roaming’
facilities that will mean you only need to
subscribe to one service.

UK WLAN hotspot providers, needing at
least one broadband connection to offer
to users, are beginning to deliver
broadband to increasingly remote areas
of the UK and rural businesses may be
able to ‘piggy-back’ on these extended
broadband services.

Most WiFi networks today are based on
a common set of standards (IEEE 802.11).
The Institute of Electrical and Electronics
Engineers is currently working on new
versions of these standards that will
enhance the speed and security of WLANSs.

For more information on industry
standards, see our factsheet on WiFi,
available at www.dti.gov.uk/bestpractice/
assets/wifi.pdf.

one current issue is that
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B A wireless internet connection allows
consultant Sue Bird to balance the
demands of her business and family.

L]
B Processing data from teams of workers
across the country is easy for Ringway
Roadmarking with wireless technology.





